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Tower Two

Collins Square

727 Collins Street
DOCKLANDS VIC 3008

Tel +61 3 8620 9743
mattdri@kpmg.com.au

Function and Specialisation

¢ CyberIncident Response

*  Forensic Investigations

* Detection Engineering

¢ Threat Intelligence

* Compromise Assessments

¢ Threat Hunting

* Tabletop Exercises

* Incident Handling training

* Incident Response planning and
playbook development

Education, Licenses &
Certifications
= Bachelor of Applied Science, RMIT

® Advanced Diploma in Information
Technology, RMIT

Professional and Industry Experience

Matt is a highly regarded, Digital Forensics and Incident Response professional, with over 19 years experience responding to security incidents around the
world. Throughout his career, he has faced a multitude of attack types including ransomware, extortion, theft, fraud, espionage, denial of service and

Highly experienced, leader in
incident response and detection engineering

that's calm under pressure and a great mentor
to those around him o

ith

to scale detection and ré



Notable PNGIncidents

Oct 2021
. December 2022
Department of Finance
Ransomware attack locking access Telecommunications Provider
to hundreds of millions of dollars in
foreign aid money Port Moresby, Cobalt Strike beacon activity

Ransomware Hackers Freeze Millions
in Papua New Guinea

= The government’s payment system has been locked by hackers

= Attackers demand payment from nation hard hit by Covid-19

AN

C————

June 2022

Government Department &
Workforce Management
Organisation

May 2023

Harmony Gold

Carbanak RAT software operated by FIN7 who

August 2023

Spectra Industrial

Distribution of forklifts, generator sets, PPE, solar
products and heavy equipment. Personal
information of the company’s clients, Personal
correspondence, Financial statements,
Documents containing confidential information

8BASE

YOUR DATA IS NOT SAFE.

have been expanding into ransomware Gold mining and exploration company,
has operations and assets in South
Africa and Papua New Guinea. 3,5 TB of

data

PNG Rankd 124th in the N&ional Cyber Security Inde ( https://ncsi.ega.ee/ncsi-index/?order=rank)
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The Two Largest Risks: BEC & Ransomware

Number of Victims by Month (2022-2023)

2022
2023

40(

Caesars Entertainment (ZR2.43% & paid roughly half of a $30 million ransom

that hackers demanded after a cyberattack late this summer, another example of
a major casino operator suffering from an attack as MGM Resorts MGM 1.75% a

“grapples with the fallout of a recent incident.

src:ransomware.live

BEC $98 million an
average loss

of $64,000 per report.
src: ACSC 2022 Threat
Report

04 )5 06 07 08 09 10 l‘l 12
Month

2017 2019 2021 2023

src: https://lwww.verizon.com/business/en-au/resources/reports/dbir/



® Business Email
Compromise (BEC)




Business Email Gompromise & Phishing
I

f S g Office 365 Vol Notification
' Hello.

you a message find details below:

Rcfcrence 1163 095-25491

Please refer to the attached Audi i ?s Lote | NOW

Message encryption by Microsoft Office 365.

mwfy impacted
KPMG




™= Ransomware




Ransomware

>

. Invoke Incident Response Plan

Engage retained breach lawyers and IR investigators
1. Preserve evidence and contain the incident
2. Draft initial breach communications
3. Consider Threat Actor negotiation

4. Contact insurer

3. Perform mandatory naotifications

B
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Determine root cause, extent of breach and confirm no

backdoors have been deployed

Review at risk data

Develop public relations plan: call centres, customer support..

Notify impacted parties and manage customer queries
Conduct Post Incident Review
Build and action remediation plan taking input from

Investigation report and PIR

apua N‘nea

apua New Guinea

Guinea

s, Papua New Guinea






Dwe" 'I'Ime Detection Engineering

Continuous improvement in detection coverage, quality assurance and response

automation. Taking input from intrusion analysis, attack simulation, Threat
Intelligence, and business unit threat modelling workshops.

Initial Access Data Breach Detection Eviction

| |

Dwell time — Difference between initial access and eviction

< >
Compromise

Containment



Preparing for what's next

* Generative Al being used to bypass

KYC verification

 Continued external management

interface compromise
» Aggressive social engineering
* Threat Actors leveraging DevOps
« Data lake compromise

 Continued supply chain attacks,

BPQO’s and software

* Disinformation and misinformation

or im getting a corp account and
getting u fired

send ur login rn

send ur login
right now
10 minutes

im gonna send someone over
there at a random time so

when ur sleeping
u wont know when

send ur login G and everything
goes away

we delete ur info after we have
what we need

or u can get ur house shot
U pick one

8 minutes

in the next 5 hours

src: Octo Tempest crosses boundaries to facilitate extortion, encryption, and destruction |

text the password in the
next 30 minutes or else ur door
is getting kicked down

send it

or ur fucked G

if we dont get ur login in
the next 20 minutes were
sending a shooter to your house

ur wife is gonna get shot if u
dont fold it

Imk

well send shooters to both LOL

Microsoft Security Blog



https://www.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/
https://www.microsoft.com/en-us/security/blog/2023/10/25/octo-tempest-crosses-boundaries-to-facilitate-extortion-encryption-and-destruction/

Detectionusing Deception

Deception may lead
to adversary mistrust

Building blocks for
automation

Low to no cost

High fidelity detection Easy to deploy Early detection

and paranoia

Fake credit ‘ Hd
card in mailbox Fwd: Credit card

Is Email is from an EXTERNAL source., Inbox

Fake documents

() passwords

[core]
aws_access _key 1d = AKIA20GYBAH6

Fake credentials : _
aws_secret_access _key = Gjm/kxjf]

13/07/2023 |

Teams

Your teams

blueant
General
Announcements &3
Logistics
main
Planning
Recovery

Urgent

USS. Sales

General
Sales East

Sales West

Q —

= u main Posts Files blueant tasks

Digital Initiative Public Relations ~ «-+

n Sales and Marketing

General

Monthly Reports

(Wl Mark 8 Project Team
General
Design
Digital Assets Web

Research and Development

= TOKENS

2023-06-28 06:56:02 (UTC)
C:/Users/mattdri/OneDrive - KPMG/Documents/password.xlsx
{
“request_headers™ {
“"Accept-Encoding”: "peerdist”,
"X-Forwarded-Host": "canarytokens.org",
“X-Forwarded-For": “1.145.189.184, 163.116.198.120",
“Connection: “close”,
“User-Agent": "Mozilla/4.0 (compatible; ms-office; MSOffice rmyj)”,
"X-Real-Ip": "163.116.198.120",
“Host": “canarytokens.com”,
“X-P2p-Peerdist": "Version=1.1",

“"X-P2p-Peerdistex": "MinContentinformation=1.0,
MaxContentinformation=2.0"

2

“src_ip": "1.145.189.184, 163.116.198.120",

“referer”: null,

“location”: null,

“useragent”: "Moxzilla/4.0 (compatible; ms-office; MSOffice rmj)”,
“request_args": {}

Y
}

Manage History

@ New conversation

Alert
delivered to
monitoring
SYEICINE
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