3DS

O
;O EMV® 3-D Secure

EMV® 3-D Secure (EMV 3DS) helps payment card issuers and
merchants around the world prevent card-not-present (CNP)
fraud and increase the security of e-commerce payments.
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The next generation of 3DS brings significant benefits to merchants
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Yesterday: 3DS 1.0

. 15-year old technology
. Specs defined by Visa

. Web browsers only

. Activation during Shopping (ADS)

. Static passwords

. Limited risk-based authentication
. No enhanced data to issuers

. Only 15 data elements available

Today: EMV 3DS 2.0

Yearly input
Specs defined with industry input

New channels, including in-app

Risk-based authentication with 10 x more
data providing better data insights

Smoother process leads to less abandonment

Consistent & clear process for cardholders
when we do need step-up

Integrates directly with your app and website




How much more data is in EMV 3DS versus 3DS 1.0?

EMYV 3DS Data (Initial Message )

3DS Requestor Authentication
Information (Method), Challenge

3DS 1.0 Data (Initial Message — VEReq)

Ca rd hOlder ACCOU nt Indicator, ID, Initiated Indicator
Information (account Age, Cardholder Shipping Address
M Ext . versi Change, Password Change, DS Referencg Number,
€ssage, txtension, version Number of Transactions per Day / Transaction ID
Year, Shipping Name Indicator,
Suspicious Activity, Payment Device Channel, Device
Browser User-Agent Account Age etc.) Information, Rendering Options
IP address Transaction Type Supported

Acquirer BIN Browser Java Enabled, Language, Screen  Acquirer BIN Merchant Country Code Cardholder Name
Color Depth, Height, Width
Acquirer Merchant ID More than Acaui
cquirer Merchant ID
10 X Data 3DS Requestor URL Cardholder Account Identifier, Billing
. Address
Cardholder A N b Ca rd EXpI ry Date Browser User-Agent
ardholder Account Number ; ; _
Recurring Expiry, Frequency Recurring Expiry, Frequency Browser Time Zone
Cardholder Account Number
Message Category, Extension, Type, Message Category, Type
Address Match Indicator Browser Time Zone Version EMV Payment Token Indicator i
Cardholder Email Address, Home Phone Number, Browser Accept Headers Merchant Category
Mobile Phone Number, Work Phone Number Code

3DS Requestor Name, Non-payment 3DS Server Reference Number,

Merchant Country Indicator, Prior Transaction Account Type Operator ID, Transaction ID, URL Instalment Pay a
Code Authentication information



EVM 3DS 2.0 also leads to a much smoother experience for your customers, even in the instance they
need a step-up challenge

Authentication Approval

e T 9:23AM my s T 9:23AM () e T 9:23AM @
SECURE CHECKOUT ™! SECURE CHECKOUT ™! SECURE CHECKOUT  °o™!
Shopping Cart Order Confirmation
“Frictionless & o 9
Flow” using EMV | P e
3DS 2.0 S
Your Order Information
= G B
Issuer was able to :
Customer proceeds to Enhanced data is approve the transaction.
checkout and provides passed on to issuer for Cardholder is
payment details authentication authenticated passively.
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EVM 3DS 2.0 also leads to a much smoother experience for your customers, even in the instance they
need a step-up challenge

Authentication Challenge Approval

. = 9:23AM [5)
s @«
see | T 9:23AM [} e T 9:23AM [3) prva—— SR =
SECURE CHECKOUT <ol SECURE CHECKOUT ™! sEcURE cHeckour | Senee!
Shopping Cart Order Confirmation
qs Thank you for your order!
Challenge in ./ "'
Shipping Information
EMV 3DS 2.0 TotalToPay ci999 S
(Free Shipping) mastercard. Anywhere, MO 63123
Estimated Delivery:
e e s L Friday, September 23, 2016
e . Your Order Information
w  Praun
Acme Blender 1 $40.99
Issuer is not confident in The issuer is able to
Customer proceeds to Enhanced data is submitted data, and .
; . o ) authenticate the
checkout and provides passed on to issuer for verifies the customer’s
. . . . . . customer, and the
payment details authentication identity using either a A
. . transaction is approved.
OTP or biometric
authentication
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What does all this this mean?

e If an eCommerce merchant is 3DS enabled the liability shift for
unauthorized transactions sits with the card issuer

e A reduction in cart abandonment
e More transactions will be approved, meaning more sales

e Fulfilment processes need to meet demand
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Digital Wallets

LOVE LIFE WITH LIMITLESS POSSIBILITIES!
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Key point of contact between Fls and their customers

Acquisition

* Promote via the app

* Apply via the app

e Cardis provisioned into the app

* No need to attend a branch

* Digital provisioning allows faster access

The addition of the debit card allows for global usage



In Summary

* Global payment innovation is within relatively easy reach of
Pacific Island merchants and consumers

e Providers need to understand and appreciate that the
innovation present less risk than previously thought

e The payment industry will continue to innovate

¢ \We need to educate and advocate!
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Craig Kirkland, Director Pacific Islands .



