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High fidelity 
detection Low to no cost Easy to deploy Building blocks for 

automation Early detection

Deception may lead 
to adversary 
mistrust and 

paranoia 

Alert 
delivered to 
monitoring 
systems

Fake credit 
card in mailbox

Fake credentials

Fake documents
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Detection Engineering Challenges

Lag time in the pipeline
Increasing number of external providers
Lack of logging standards
Inconsistent integrations
Schema/ data model mapping
Building high confidence alerts
Interpretation of alerts
Large volumes of benign detections
Log retention and data volume
Duplication of logs across business silos
Cost of SIEM, SOAR and people
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Stealer Scenario
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Stealer Scenario
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CI/CD
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CI/CD Scenario
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Example Email Alert
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Example Teams Alert
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Cyber Kill Chain - Credential focus

• Creation of additional accounts

Installation

• Lateral movement

Command and Control

• Theft
• Destruction
• Encryption
• Exfiltration

Actions on Objectives

• Attack surface scanning
• Harvesting credentials 
• Open-source intelligence
• Dark markets

Reconnaissance

• Phishing infrastructure prepared
• Preparation for credential attack
• Remote access setup

Weaponisation

• Sending phishing emails
• Execution of credential attacks
• Social engineering

Delivery

• Use of credentials
• Password reset flow exploitation
• Credential stuffing
• Brute force

Exploitation
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Detection Ideation

• Store Azure/AWS credentials within mailboxes

• Store VPN login instructions.docx in mailboxes

• Host “Admin credentials” documents in desktop support shared drives

• Fake cyber insurance policy document

• Inject credentials into public channels in Teams and Slack

• Expose AWS access keys to instances using environment variables

• Store AWS access keys and Azure credentials in S3 buckets / Azure storage

• Store AWS and Azure credentials within private code repositories

• Insert into web pages discovered via enumeration

• Create emails with luring subjects like “credit card” and embed URL/ image tokens
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Power Up

• Strategic Canary deployment
• Develop an understanding of how the team works
• Perform threat modelling
• Enable team members to build their own Canaries

• Use at risk credentials
• Credentials get on sold and included in combination lists
• Ingest the relevant logs and build detections
• Use of at risk credentials could be the precursor to 

additional attacks

• Active Defence
• Session invalidation
• Host isolation
• Incident escalation
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